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Unlocking the power of data using algorithms and intelligent systems has the potential to help tackle some of the world's biggest
challenges. Most of us set out to launch Al projects because we want to make a positive impact in the world. However, regardless
of our intent, if we are not careful in making the incremental design and deployment decisions, our well-intentioned technology
can fail or have serious negative societal and ethical consequences. Thinking through what those consequences could be can give
you the foresight you need to avoid such failures and maximize the benefits of the technology for everyone.

We designed Foresight in Al Ethics (FAIE) as a toolkit to help you build an ethics roadmap that is tailored to your particular project.
The process highlighted in toolkit is born out of our work in providing Al ethics consulting in 2017. It is a systematic way you can
follow to uncover what key ethics issues are relevant to your project and strategize how to better anticipate, manage, and act to
mitigate the ethics issues. This toolkit can introduce Al ethics foresight early in the design and deployment process, rather than

serve as an auditing or evaluation tool.

Who the toolkit is for

This toolkit for anyone who is actively involved in the
development and deployment of data-driven technologies.
This includes data scientists, engineers, product managers,
business leaders, or entrepreneurs looking to incorporate
ethics into their Al project. It also includes people who have
recently been assigned to assess the ethical integrity of a new
Al system being developed.

Who we are

Open Roboethics Institute (ORI) is a non-profit think tank in
Canada. We specialize in studying social and ethical
implications of robotics and Al technologies. In 2017, we
launched an Al ethics consultancy, Generation R Consulting,
with the dream of helping businesses address Al ethics issues

they face today. In the course of our work, we developed a
systematic process to create an Al ethics strategy for our
clients. Generation R is now fully part of ORI and we plan to
share outcome of our research in Al ethics openly.

A note before you begin

Many experts across the world are working to devise
processes that can guide our design and deployment
decisions related to Al projects. FAIE is inspired by these
efforts. What is missing though, are examples of ethics
challenges that are particular to the use cases and creative
solutions to address them, so that the community can learn
from and inspire each other. We invite you to try FAIE and let
us know what works and doesn’t work by submitting a case
study. These case studies will be made public for everyone to
benefit from.

L2


https://www.openroboethics.org/

Why ethics?

When we account for the ethical dimensions of technology,
especially during the design phase, we can shape people's
reactions to and opinions of the technology. It addresses the
need for good design, which helps to lower the risks inherent
in Al projects. Sources of these risks include liability,
stakeholder perceptions/reactions, employee/public
perception, and trust. Doing due diligence can help manage
liability and anticipate stakeholder and public perceptions. It
allows for a smooth rollout and engender trust in the
technology.

We believe that it also helps businesses gain a competitive
edge. As more and more people seek to work on projects that
are aligned with their values, a proactive stance on ethics by
businesses can help attract and retain talent for tech
companies. Since governments across the world are actively
deliberating regulation of Al, anticipating future regulatory
changes by enculturing shared social values early can help
reduce the impact of regulatory risks. Further, Al policies,
processes, and products that are values-aligned will be better
positioned to earn and retain consumer trust. Finally, ethics
assessments introduce new innovation opportunities.

Yes. We used the process to provide an assessment for an
actual organization, Technical Safety BC (Canada), with
great success. Take a look at the full report on our website.

What you can expect

There are three main phases to FAIE, and a total of ten steps
to follow. Throughout the process, it forces us to think about
the following three things in a systematic manner:
e People: How the stakeholders are related to each
other and the technology,
e Values: What values are important for each
stakeholder groups and the society, and
e Technology: How the new technology is related to
the people and their values, and what impact it will
have on them.
At the end of this process, you will have a strategy that
enables key stakeholders of your technology to become
knowledgeable stewards. You will acquire the capability to
map foreseeable ethics issues specific to your project in
design, business, or communication decisions to manage or
address the identified set of issues.

Due to the many different techniques and perspectives that
are used to enrich the final outcome, we recommend an
interdisciplinary team (e.g., data scientist, business leader,
product manager, communications manager) to take on this
project together. Unlike checklists or technical evaluation
tools that can be used in a few minutes, this toolkit requires
you and your team to take the time to explore, investigate,
and reflect. In order to better demonstrate the process, we
walk you through a fictional example of a company that is
creating a new Al division to innovate for their product and
operations.


https://www.openroboethics.org/generation-r-consulting-is-now-officially-part-of-open-roboethics-institute/

How to use this toolkit

To help you walk through the ten steps of FAIE, we include a fictional use case to illustrate the how it can be applied to your project.
In this use case involving a fake company, Kids & Adults Inc., we will assume that we are third party consultants hired to create an
Al ethics roadmap for their Al project. The complete example from this case study is available on our website if you'd like a more

detailed look.

A case study: Kids & Adults Inc.

Kids & Adults Inc. is a nanny agency with around 200 employees based in Vancouver, Canada.
Since the company was founded about twenty years ago, its largest source of revenue has been
the service they offer in connecting parents with babysitters, professional nannies, and
daycares. People wanting to work as nannies or babysitters would file an application, and a
Kids & Adults’ customer service representative (CSR) would match them to parents who ask for
babysitting or nanny services. The process has traditionally been performed manually, where a
parent would call the company and a CSR would search through a database of nanny profiles
to manually match and schedule the babysitter, nanny, or daycare service.

The new CEO of Kids & Adults just established a data science department to create a software
application to automate parts of the process. The CEO hired a lead data scientist to create
machine learning algorithms to better analyze profiles of nannies in their database and to
continually improve how they provide tailored nanny/babysitter-to-parent matches. She also
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Kids & Adults Inc.
Case Study

wants the machine learning algorithm to eventually be integrated into a mobile application, the NannyNow app. This app would
be available for download by both parents and nannies/babysitters to book services more efficiently and without needing to go

through a CSR.



Phase 1: Identify your use case & stakeholders

In this beginning phase, your primary goal is to identify the scope of your Al ethics analysis and set the scene. The following

two-steps are involved:
1. Identify the primary use case

2. ldentify stakeholders of the use case and select key stakeholders

Step 1. Identify the primary use case

Typically, people envision multiple uses of the same technology or
dataset. However, each use of the same technology can have its own
unique set of challenges. Therefore, the first step of FAIE is to identify
the primary use case where the technology applies. A use case
describes how an outcome of a data-driven algorithm is intended to be
used. Talk to the people designing the technology or leading the
project (e.g., product manager, lead data scientist, UX designer) and
create a list of use cases (i.e., potential uses of the technology).

Decide which of these people will be your reference stakeholder. A
reference stakeholder is the go-to person who should be available to
work with you for the entirety of the FAIE process. We recommend
selecting someone who has decision-making authority within the
project.

Ask them the following questions to identify the use cases:

® \What are the most immediate and intended uses of the
technology you are developing?

® \Why is the technology being developed? What is the ultimate
goal of this project?

® What is the intended impact of the technology in the
organization and for the users? Who are the people that will
likely be most impacted by the new technology?

Kids & Adults Example

Use Case 1 (primary): The machine learning
algorithm will be used by the customer service
representatives to better predict which profiles of
nannies will most satisfy the parents after a
successful nanny booking.

Use Case 2: The machine learning algorithm will be
used by both parents and nannies through a
smartphone app without needing to go through an
employee at Kids & Adults Inc.

Use Case 3: The data science team will use the
technology to identify the profile of nannies that
tend to lead to dissatisfied parents after a nanny
service, and reject applications from future nannies
in advance.

In this case, the CEO and the lead data scientist (our
reference stakeholder) want to take an incremental
approach to the overall Al strategy. The CEO decides
that Use Case #1 is the foundation for extracting value
out of the data her company already has.



Step 2. Identify stakeholder groups

Now that you and the reference stakeholder agree which the use case you will focus on, let's identify the stakeholders of the

technology within the primary use case.

Stakeholders refer to people or organizations
who are directly or indirectly impacted by the
technology (e.g., customers, vendors,
communities), or are closely related to its
design and deployment in some way (e.g., data
scientists, other practitioners). List as many
stakeholder groups (i.e., the natural grouping
of individual stakeholders who belong in the
same category) as possible, as it helps you to
understand the landscape of stakeholders
relevant to the use case.

Prioritize the list into key stakeholder groups.
The key stakeholder groups will be the ones
from whom you draw in-depth understanding
about people, values, and technology.
Therefore, it is important to select stakeholders
who are likely to give you the most diverse and
impactful perspectives on the technology and
its use. We recommend selecting at least three
key stakeholder groups.

Identify one or more representatives from each
key stakeholder group. If there are too many,
then work with your reference stakeholder to
narrow it down based on their understanding of
who should consulted in this process.

Kids & Adults Example

We identified six stakeholder groups as being key (circled in red). This
included the decision to keep Parents of a Teenage Nanny as a key
stakeholder as teenage nannies will require permission and parents will

likely have stronger opinions.
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Phase 2: Discover ethics risks

Now that we know which use case and set of stakeholders are the focus of our analysis, we can start to delve deeper into the
analysis. Your primary goal in Phase 2 is to understand the people, organization, technology, and values involved in the use case.
Here, we conduct an analysis of people’s values, their relationships, and the technology. This analysis leads us to identify what kind
of risks are applicable to the primacy use case, such that we can address or manage them. The following steps are involved:

3. Listen to the key stakeholders

4. Map personas and identify values

5. Discover tensions in people’s values
6
7

Discover tensions in people’s activities
Discover tensions in technology

Step 3. Listen to the key stakeholders

All technologies are put in a context where a shared set of values of
the society exist. These set of values are what we call societal values.
Here, we focus on the values of transparency, trust, fairness &
diversity, accountability, human rights (e.g., right to privacy), and
human autonomy.

In addition to the societal values, we need to understand how people
and their values are related to each other, and what values are
important for each stakeholder groups and the context of technology
use. These are what we call stakeholder values. There are many
different ways to take this step. The scope of each technique can be
adjusted based on availability of resources and needs of the project.

Here, we highlight three different techniques you can use: secondary
research, interviews, and day-in-a-life. Use any combination of the
three technigues to find your key stakeholders’ values and learn
about who they are.

You can also find a list of top societal values that could
better apply to your project. There are many places
where you can find hints of these values. For projects
in Canada, the societal values would include human
rights, gender equality, respect for the law, and
diversity. You can also find these values by referring to
the principles your company or your community
ascribes to. Prof. Alan Winfield, a thought leader in the
field, also has a handy list of existing Al ethics
principles (e.g., Montreal Declaration) you can refer to.
You can also use the core values used in Value-
Sensitive Design processes: autonomy, community,
cooperation, democratization, environmental
sustainability, expression, fairness, human dignity,
inclusivity and exclusivity, informed consent, justice,
ownership, privacy, self-efficacy, security, trust, and
universal access. Learn more about Value-Sensitive
Design here.



https://www150.statcan.gc.ca/n1/pub/89-652-x/89-652-x2015005-eng.htm#a2
https://www150.statcan.gc.ca/n1/pub/89-652-x/89-652-x2015005-eng.htm#a2
https://www150.statcan.gc.ca/n1/pub/89-652-x/89-652-x2015005-eng.htm#a2
https://alanwinfield.blogspot.com/2019/04/an-updated-round-up-of-ethical.html
https://alanwinfield.blogspot.com/2019/04/an-updated-round-up-of-ethical.html
http://www.envisioningcards.com/?page_id=2#2

Secondary research

A lot of the information you are looking for may already be available. Save time and build on existing knowledge by looking for and

reviewing the following:

® Mission/vision/value statements - these statements can help you understand the organization’s goals and values to guide

your interviews and analysis

® Organizational chart - this chart can help you understand how various stakeholders are related to each other
® Corporate policies - existing policies in dealing with user consent, use of and access to data, privacy, security practices,
technology use, and human resource management are likely to provide information about what values are prioritized and

what policies may be missing

Interviews

Interviews are a great way to attain an in-depth perspective of a
particular stakeholder. They are often conducted in a private setting
and allow the interviewee to voice their concerns and opinions. These
interviews may be received differently depending on the
company/team culture. Therefore, it is important to frame the interview
as a constructive process, rather than a process of criticizing the
technology or the organization.

Schedule interviews with the key stakeholders, making sure to
interview at least one person from each key stakeholder group. If you
can, record the interview so that you can take detailed notes from it
later. Stakeholders may find some of the questions easier to answer

Group interviews could be considered; however, make
sure to consider the following:
® All the interviewees need to be comfortable to
share their experience with each other.
® Itisimportant that the power dynamics in the
group does not make any one of the people
uncomfortable
® |tisimportant that the interviewer establishes
norms/rules for the interview session so that
people are aware of the expectations.

than others, and some people may answer questions indirectly. Encourage them to share stories and anecdotes in these scenarios
as they can be powerful tools for you to better understand their perspectives. Conduct the interviews with the following themes of

guestions (below).



Interview Themes:

Value discovery

Social
Ask questions about the stakeholder’s history with the Building on what you now know about their role, ask them
organization, what their typical workday looks like, and what guestions that can reveal values related to the use case and
A LR AR AR G Elalrc il R Ia e AU -V IR e LA IR their engagement with the organization, and their

give us an understanding about the social context within understanding of the organization’s values. Questions
which the technology is to be deployed. about their likes and dislikes related to their role typically
helps to reveal their values.

Functional Value discovery
If the new Al system is meant to replace another technology
(and/or human function)’ ask questions to reveal the Now that you understand their relationShip to the eXiSting

stakeholder's knowledge and Use'of the affected technolooy, IRGaaAlSIEEVASIg ISttt R QI PN B EleC Ty
- o reveal their perspective on how societal values such as
people, processes, and policies. This will give us an

d di b h keholder’ lati hi ith transparency, trust, fairness, accountability, human rights,
urT grstan Ing apout t e'sta = 9 ers relationship wit human autonomy, and diversity are considered in the
existing technology solution and its relevant processes and existing technology and processes.

policies.

Value discovery
Future

Ask guestions to better understand the stakeholders’ Ask a series of what if questions that can reveal the
knowledge and perception of the new technology and stakeholder’s perspective on how and if values such as
processes being developed. This will help us understand the privacy, trust, transparency, accountability, and fairness
stakeholder's relationship with and attitudes about the new should be considered in the new technology. Questions
technology project. about potential benefits and harms help reveal these
perspectives.




Day in a life

Understanding a day in the life of one or two of the key stakeholders can be an effective way to understand where the technology
fits into people’s tasks and how personal and organizational values come into effect when using a set of technologies. It should
also help you understand why your stakeholder makes certain choices in using the technology, its outputs, and in providing data

to the system.

A. Identify the one or two stakeholders whom you want to understand in depth.

B. Meet with the stakeholder(s) and ask them to verbally walk you through their day, especially how they use the technology in
guestion in their day-to-day work. Alternatively, you can shadow them for a part of their day and ask questions to learn more about

their activities during that time.

Day in the life of a customer service representative

Receive calls from
parents needing
nanny services

O

Interview the family for nanny
requirements.
Enter informationinto the
database. Flag family as
unmatched

Call parents after

Gerry Shim the first nanny
(CSR) session for
feedback

O Q

Take notes on parents
feedback for nannies.
Note problematic
behavioursin the
database. Diagnose
parent-nanny
problems if any.

Filter Manually find a two Reach outto the
nannies in to three nannies who Qg:gﬁi to
the ‘ would be a good ’ Y
database by match to the family time/dat A >
available based on available availabilit
dateftime. nanny profile. “
El

Call parents back.
Describe the two to three
available

nannies for

them to
choose ﬁor@

Inform selected
nanny of the family's
contactinfo for

the first
session




Other techniques

Group interviews (A.K.A focus groups), supplementary
surveys, additional research (e.g., internal employee
feedback on Glassdoor or online review/social
channels), expert interviews, and other more
advanced ethnographic technigues could be used to
understand people and their values. The techniques
outlined above are simply those that we find to be the
simplest to execute in short periods of time.

To select the stakeholders you'd like to study in depth, consider the
candidates and answer the following:

- Are they users of or directly affected by the Al system?

- Are they direct providers of data to the Al system?

- Do they make decisions based on the outcome of the Al system?

If you answered yes to any of the above questions, then they are likely
good candidates.

Step 4. Map personas and identify values

In this step, we use the information we gathered in Step 3 to develop personas for each key stakeholder using the template
provided below. A stakeholder persona is used to organize the information you gathered about people through interviews, day-
in-a-life, and secondary research. It not only highlights the details of what each stakeholder does under their particular constraints,
but it also helps to extract the values that are important for the stakeholders. To complete a persona, answer the questions in the
stakeholder persona template.

Once you've answered the questions, review your answers to identify which societal values are implicitly or explicitly highlighted
by the stakeholder. Societal values include: transparency, trust, fairness & diversity, accountability, human rights, and human
autonomy. Afterwards, identify what other values, apart from the societal values, seem to be important for the stakeholder. We
call these stakeholder values. Stakeholder values can include a variety of things that are specific to the individual or groups of
individuals and their context. These include values such as effectiveness, human relationships, and job security. Take note of these
stakeholder values in your persona table.

In the following stakeholder persona template, we provide an example persona of a CSR from Kids & Adults Inc.

o b



Stakeholder Persona Template

What is this person’s

primary goal?

Te make goad matches betuweon famdlics and. nannies to veduce unbappy clionts

& childhen

Name Gevvy Shim, Custemer Service Representative
What do they o Pugressive natwee sf the company
like about their o Genuine care for childrens well-being
job and their o Thesalary is competitive

interaction with *  Human connection with nannies and families in the
the company? netwaerk

What other
stakeholders
support them in
achieving his/her
goal?

Other CSRs belp Gerry find alternative matehes if be has a bard time
The IT team werks with Gerwy for computer suppert

Data science team is building a nanny-matching algorithm te suppert
CSRs

Nennies and families give feedback sn their latest experience ts help
impweau&eqdwnérméo%&

The CSR Manager coaches him with, regular performance reuiews

feciency, Children's well-teing, tuust, public reputatisn,
(nnsvalion

n

constraints do they
need to work with?

What do they o Nat ensugh time to go threugh gesd candidate How do they use the Right new, the machine learning nanny-matching alyorithm has yet ts
dislike about nannies and find an sptimal match technology to be launched. Tsday, Gevy uses existing database instead. fle fillers for
their job and o Getting blamed for making unbappy family-nanny achieve their nannies whe are available for the specified date/time first, and then
their interaction matches and getting csmplaint calls from parents primary goal? If the manually goes through the list of nannies ts find a match.
with the o Feeling uncomfortable absut matching famiies with, technology has yet The upcsming nanny-matching alygorithm s suppssed te process nanny
company? new nannies in the system to launch, how are profile data and provide CSRs with a list sf nannies liteely ts be a gosd
they planned to be match to the families.
used?
What are the Public reputation. Client bust, Efficiency, Childrens well- What policies, Parents’ description sf their preference for nannies are sften qualitative.
company/group | ébeing regulations, social CSRs previde a text summanry of their preference in the database, but i
values? norms, or technical

is rarely ensugh. They are alse not necessarily the items wsed ts brain the
alysrithm.

familys privacy and cullwral novmes need ts be respected.

Company HR and privacy policy exists.

Privacy, bransparency, brust




Step 5. Discover value tensions Value Tension #1

“fficiency vs. job securid
Values are the glue that hold people and technology together. Efficioncy vs. job security

In the previous steps, we discussed a set of societal values:
transparency, trust, fairness & diversity, accountability,

human rights, and human autonomy, and identified
stakeholder values.

The data science team wawts to streamling
the navny matehing process for maximum
efficiency using the algorithm. Customer
service representatives feel that they
might lose their jolos if the algoritim
performs well and uHtimately replaces them.

Review the list of societal and stakeholder values identified in
Step 4. You'll notice that some values conflict with other values.
These are what we call value tensions. These tensions can exist

between specific stakeholder values and broader societal Value Tension #2

values. Sometimes, the same values may be in tension because
of the different ways in which different stakeholders interpret
the values. We provide two examples of value tensions here.

Fairness vs. fairness

The lead data sciewtist believes that
fairness means all parewnts have equal
chances at getting the best rated namwies
for their children. This couflicts with the
notion of fairness oy customer service
representatives, whe believe that even
warated wannies (e.9., wew wanies) should
aet equal chavces of being matcned with
easv-going families.

Identify as many value tensions as you can, and take note of
which values are in tension and how.

Step 6. Discover tensions with
stakeholder persona

Take a look at each persona you developed in Step 4. In

reviewing each stakeholder's goals, activities, and roles, and what constraints they work with, think about how these elements
support or clash with the stakeholder and societal values. List the tensions that correspond to peoples’ activities.

Let's take a look at the persona of a CSR at Kids & Adults Inc. for an example. In the CSR persona, we find that the feedback parents
provide to CSRs about nannies or the description of their preferences are often captured as qualitative text. These text inputs are
not used by the algorithm, although it contains rich information that can help find the right parent-family match. This is in tension
with the value of efficiency when it comes to use of the existing information to determine a good match.

12



Step 7. Discover tensions in technology

We now need to understand how the technology is related to the people and our societal values. Your primary goal in this step is
to understand what the input (e.g., what kind of training data) and output (e.g., a numeric score or a category) of the technology
are, how they are related to the stakeholders (e.g., who is providing the data? who is receiving the output?), and which societal
values may be affected.

A. Understand the technical components

Consult with your reference stakeholder or someone who knows the ins-and-outs of the technical components of the project,
including the dataset being used for the project. Here, we want to understand what the main sources of data are, and to map the
overall information flow of the technology you are analyzing. Find out the following sets of information to better understand the
technology.

Input Kids & Adults Example

To understand what the input of the technology is, you and
your reference stakeholder need to consider your use cases the particular use case, the data used for the project comes from
and answer the following questions: nanny applicants when they sign up to be part of the company’s
e Data Fields: What is the list of data fields being used (or group of nannies and CSRs. CSRs also evaluate historical data.
that has the potential to be used) for the use case?
Data Source: Who or what is providing the data?

e ©®
Input Interface: What interface, if any, do people use to ® — .
provide the data? ' .\

Kids & Adults Inc., gathers data from multiple sources. However, for

— —
e Format: In what format is data stored (e.g., numerical,

text, photo, date)? ( )
e Nature of Data: What is the nature of data? Could the E/ =
. . . v @h_-
data be used to identify people (i.e, personally - -
identifiable information)? Does the data infer a —

S
. , b
judgement or outcome related to a user's or sl
stakeholder’'s performance or other qualities?

If you have a large set of data fields, organize the above information into a table so that you can fill out the above items for each
data field identified. Add any descriptive notes to help you recall important details about the data later.

13



The model and output
To understand how the input is processed and what the
output is expected to be, answer the following questions:

Processing: What are the parameters that are within
designer/technologist control? Is it run in real-time? If
it's an adaptive, machine-learning system, how often
does it update the model and when? Does it use only
historical or the most recent data, or does it use a
hybrid (weighted) model?

Output: What are some core attributes of the
technology? Does it make judgements or decisions?
Are its outputs predictive? How is it connected to
other technical systems or products? Does it have
physical actuation capabilities (e.g., smart systems or
robots)?

B. Analyze the technology against values

Output and interaction

To understand the output of the technology (e.g., a numeric
score or a category) and how it's related to the stakeholders,
answer the following questions. Note that the project may be
in the early stages and may be considering multiple options.
In this case, jot down all possibilities being considered:

e Output: What is the main output?

e Output Source: What produces the output? This can
be from the algorithm and any other relevant
information pulled from a dataset.

e Output Interface: What interface is used to present the
output to people?

e Format: In what format is the data presented (e.g.,
numerical, categorical)?

e Who has access: Who has access to the output
produced?

We want to determine how the values are related to the input, model, and output of the system and evaluate where value tensions
may arise. Not all values are equally important across the three parts of the technology. The figure below illustrates a mapping of
which societal values are typically most relevant to input, model, and output of a data-driven technology respectively.”?

T If you have chosen a different set of societal values, you can build a mapping similar to the one we have here.

2 As you follow through the steps below, you might find the need to modify this mapping for your specific use case. Feel free to modify it. You
can do so by considering how each societal value might be affected by different design, communication, or business decisions made about the
input, model, and output of the technology. If the decisions have the potential to impact the value related to any of the three parts of the
technology, map the value respectively.
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Value Questions

Now, thinking about the key stakeholder groups and values
related to the input part of the technology, answer the list of
value questions that can help evaluate how well the value is  Transparency
served in the input process. A sample set is provided below. Feel
free to add or modify the value questions as you see fit.> Answer
the value questions considering each of the key stakeholders in
mind.

Fairness

Autonomy/
Consent

Work with a technical stakeholder if you need further —

information to answer some of these questions. You will Human Rights ‘
naturally start to see where there are ethical issues, or where (incl. privacy)
there are actions that can be taken to mitigate a risk. Take a note

of them, as you'll take a holistic look at these along with value tensions identified in previous steps. You might also be inspired to
ask additional questions as you start to answer the existing questions. Add them to your list of value questions and continue until
you've considered all stakeholders in answering all the value questions.

=

‘ Accouhtability

We provide our answers for the Kids & Adults Inc. example along with the value questions below.

Notice that, depending on how far along the design of the technology is, the value questions can be modified to ask about plans
for the future, rather than present, state. Answers for the Kids & Adults Inc. example is provided below. For our example, we use
hashtags #risks, and #need4action to mark where the ethics risks are and where actions are needed to address challenges.

3 In modifying or adding new value questions, choose close-ended questions (i.e., those that lead to yes or no answers) over open-ended ones.
This will help you pinpoint where ethics risks are, and what kind of solutions may be needed to address the risks.
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Reference: Value questions

__

_ | Do the relevant stakeholders know how/when the | Ne
g information is collected/changed/used?
G | Are the data provided by the stakeholders used to collect | Nat yet in the first version sf the system. However, analysing informatisn frosm nannys sscial media
2 | any secondary sources of information (e.g., connected to | accsunts te filler them for any troubling patteins is an attractive idea for Kids & Adulls data science
S | social media profiles, external online platforms)? If so, are | team. If nannies are informed of this, we can see bsu this feature wowld be undesirable for them and
& | the stakeholders informed of this? weild no langer want te work with the company. #1isks
Is there an informed consent process in place for the data | Net yet. Kids & Adulls will need ts put a modified informed consent in place to reflect this new. wse
g collection that outlines the fact that the data can be used | of the data nanny applicants provide to the company. H#need4action
g | for this use case?
)
% Can the stakeholders decide not to have their data used | Not yet. #needdaction
‘; for the algorithmic system?
0 | Arethere any elements in the data collection process (e.9., | Yes. The web application form nannies wse is to enrsll can easily be updated with a new informed
S | user interface used for inputting data) that could result in | csnsent process. Hsweuer, for nannies whe fill sut the sld paper application form, csllecting consent
® | unintended outcomes? from them afterward is a hassle for CSRs. Kids & Adulls may decide to simply exclude them from
> being matched wsing the algorithm. This may nat werk sut in the nannys favsun. Frisks
If people are involved in directly collecting data from | CSRs collect nanny ratings from parents thrsugh phone calls. The majority CSRs at Kids & Adules
someone/something, how diverse are these people in | Inc awe typically female in their 40s to 50 whe tend ts be more conserative than ysunger CSRs.
terms of race, gender, age, class, and other socioeconomic | Many sf them reportedly favswr matching families with female suer male nannies, and heterssexual
factors? Teams of people who are similar to one another | nannies suer homasexuals if the information is made available in the nanny biss, even if. the requesting
o_-l)-l. can lead to similarly biased observations and data entries. | famiy dses not indicate such a preference. Frisks
>
g Are certain group of stakeholders’ information collected | Kids & Adulls bave a disprspertionately large number sf nannies in their late teen and early 206
disproportionally more than others? If so, does this fact | luing i the cities, although families needing nannies are distributed acrass cities and suburbs.
support or conflict with the societal and stakeholder | 7hewefore Kids & Adulls have mere ratings en nannies whe are willing ts bravel to the suburbs ts
values? babysit, because they sften lake sn more nanny werk than these only willing te work within the
pepulated areas. Hrisks
Does the input data include sensitive/identifying | Yes #uists
information (e.g., gender, race/ethnicity, religion, location
g of work/residence, education, social and professional
3 | associations/groups)?
8 | Can the stakeholders opt not to enter the | Yes
T | sensitive/identifying information?
Ey
@
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Is the model and its performance understandable to and | Yes
= ; L
Iz | monitored by those training it?
7 | If there is a questionable/erroneous outcome or an | Yes
Q| incident in the future, is it possible to explain to a third
o | party what aspects of the model led to the
5 outcome/incident?
3 | How often is the model updated/re-trained and is the | Yes. It is re-trained every night
8 | frequency adequate for the use case?
© | Who oversees the model training/updating process and | The kad data scientist suersees this process and yes, he is able o detect neuw probloms and act upsn.
S | are they the right people who can detect new problems | then
& | and act upon them?
E
Are there sources of bias that could lead to unfairly | Yes. Siwce there are richer and pssrer neighbsuwrbhosds, nannys address information, fsr example,
discriminate against individuals/groups, especially | csuld be wsed ts discriminate against nannies frem different sscisecsnsmic class. Using data sn
o against specific gender, race/ethnicity, religion, social | gender religion, race. and age can alss be lead ts discriminatsry practices. F#rishs
= | class or otherwise marginalised groups?
§ Are there any parameters or technical aspects of the | Yes. Al nanny biss written in a nan-English language are ignered, since the alparitbm enly handles
0 | system that can contribute to biases in the output against | text data in English. This may have negative implications for nen-English speaking nannies o
specific gender, race/ethnicity, religion, social class or | nannies whe speak a fareign language and want ts attract families wha speak a particular lenguage.
otherwise marginalised groups? Hrists
Is the model designed to reveal or predict an individual's | Ne
) E identity (e.g., sexual orientation), potential (e.g., a child's
‘% 3 | probability of success in life), such that it contradicts with
@ 5 | stakeholder and societal values, including human rights?
output
— | Isthe output from the algorithm presented in such a way | Nt yet #need4action
§ that is understandable to its audience?
i Is the output presented to the stakeholders in a way that | Net yet. It will be important for CSRs to brnow bhow the system produces a particular subput when the
9 | allows them to understand how/why the system has | sulput is surprising. #needdaction
& | produced the specific output? Is it important for them to
& | understand this?
Is the output from the algorithm translated from a | Netget Kids & Adulls is considering different sptions at the mement. #need4action
— | probability score to a categorization (e.g., 90% probability
g of being X is presented as being X)? Is the translation of
~ | the probability to categorization appropriate for the use
case and trustworthy?
17



Does the technology and its output have the potential to
lead to a destructive cycle of behaviours or operations
(e.g., reinforcing gender bias of those who are the primary
source of input data)?

Yoo, There io o possibility that female narries whe ane mane offer cssigned b famifics due b exioting
bizses irothe CSRo, masy b recsmmended o families froguently thar mall nannics. Frishs

If someone were to take the outputs from the system and
generalise it to other use cases, is it reasonable to foresee
problematic interpretations or increase in distrust among
stakeholders?

Yes. Any existing bias that is perpetuated by the algorithm may be wrengly interypreted as facts (e.g.,
fermale nannies are better nannies). #risks

A31|1gBIUNODDY

Who is responsible for acting on the output, and does this
stakeholder group have ways to remedy or override
erroneous or questionable output?

CSRs are responsible for wsing the sutput apprapriately. They have yet te design a way for the CSRs
to handle errenesus recsmmendations. Hneeddaction

Is there a communicated and unobstructed means for
different stakeholder groups to raise an alarm on possibly
dangerous usage of the technology?

No. #need4action

For cases where sensitive findings arise from the
outcome, is there a clear means for different stakeholder
groups to deal with the potentially uncomfortable truths
(burden of knowledge)?

Ne. F#need4action

What are the implications of false positives? What are the
implications of false negatives? Are the appropriate
decision makers aware of the balancing of risks between
the two?

will nst be matched. The rvisk of this is minimal. If @ nanny whe is a teviible match scores bhighly, sn
the sther hand, Kids & Adults will liteely lsse its clients. Execs and the lead data scientist are aware
ofothe)bolnce)Aetuseen these winke

1UssU0D
JAuwouoiny

Is the output connected to another process or technology | Net yet #uistes

without human intervention being necessary? If so, are

the risks from worst case scenarios minimal and

acceptable?

Is the technology designed to replace or assist human | Its meant ts assist buman decisions.

decisions? If it is meant to replace them, is it meant to
support the overall function of the stakeholders whose
decisions are being replaced?
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Does the technology suppress or protect fundamental If the sulput from the algerithm s wsed to create an suerall prsfile sf nannies as being gosd o bad
€ | human rights, such as right to life, liberty, security, i a way thatis accessible to a third party, this can result in a reputational bharm.

5 | freedom of movement and of expression, among others?
35

Step 8. Synthesize into ethics challenges

Take a look at the value tensions, risks and needs for action you've noted from the previous steps. Taken together, you'll be able to
see how some of these items can naturally be grouped together. Organise them thematically as much as you can. Depending on
your use case, you might find it easiest to organise them by the values that are most relevant to the tensions, risks, and needs.
Afterwards, prioritise them so that you have an idea of what are the most pressing challenges for the use case.
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Phase 3: Create a Roadmap and Implement

Now that we have a set of ethics challenges identified, it's time to do something about it. While Al ethics is a rapidly evolving
field, there are still many solutions to Al ethics issues that have yet to be explored, and many that are hard to be generalized. The
good news is that a customized solution can lead to more practical and actionable solutions, rather than solutions that do not
really meet the needs of a specific application.

Kids & Adults Inc. example list of ethics challenges

Transparency: The output is not yet presented in a way that is understandable to the CSRs.

Autonomy and consent: Acquiring consent from older nannies can be a challenge and this may in turn affect the nannies who are part of

the predictive algorithm system.

Fairness and diversity:

® CSRs at Kids & Adults Inc. have their own preferences on matching the nannies with families and over time this can affect the matches
in enough scale that future matches predicted by the machine will be heavily biased towards the historical opinion of CSRs

® The input data is skewed towards a certain population of nannies just because there is more demand for nannies who are willing to
travel to suburbs.

® Using location data, gender, race, age can lead to discriminatory practices

® The algorithm can only take in and respond to bios that are written in English and therefore could be discriminatory to other languages.

® Certain profiles of nannies are more trusted and preferred by the CSRs. However, improving trust by favoring these nannies can be
unfair for other nannies

® Various stakeholders have different definitions of fairness. Data scientists think that fairness is giving equal access to families.

Human rights: The nannies can opt out of giving their data but at the same time they benefit directly from giving their data as the families

know more about them and it is easier to create better matches for them — there human right to not give the data is given to them but they

lose advantages when they do not give their data.

Trust:

® Categorization of the output can be quite subjective when a probability score is matched to a category — in case something is wrong
then it will be hard for the user of the output to know how to fix the problem

® Defining trust within the context of nannies — who should you trust - what does trust mean

Human connection: There is less chance for human connection versus efficient processes - risk of losing human connection

Autonomy and job security: The people might lose their job and ultimately their livelihood if there is no plan to remedy that
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In this phase, your goal is to develop solutions to either address or help manage or address the risks, issues, and needs
identified in Phase 2. This involves the following three steps:

1. Create value alignment
2. Co-create and iterate
3. Finalize and communicate

Step 9. Create value alignment

For each issue you've identified, you now have a full understanding of how different values and people related to them.
Considering these values that are in conflict and interests that are opposed, brainstorm what business, design, or
communication decisions could be made to help align the values and interests.

Examples of business decisions include:
e considering different business models,
e enabling the internal auditing team of the company to keep people accountable for the Al ethics issues and solutions
identified,
e creating new corporate policy or modifying existing ones, and
e identifying individuals or groups to take on a specific role or task.

Examples of design decisions include:
e design of interfaces to collect specific feedback from a stakeholder group,
e implementing technical solutions to de-bias a known bias from a dataset, and
e modifying how, when, or where different information about the system is presented to whom.

Examples of communication decisions include:
e changing the key message used to market the technology,
e holding training sessions with key stakeholder groups to demystify the ins-and-outs of the technology, and
e presenting the findings from the Al ethics assessment at the annual general meeting of the company.

Focusing on business, design, and communication decisions as your solution space helps to frame solutions that are practical,
immediately implementable, action-oriented. This can help dissuade you from thinking about superficial fixes (band-aid

21



solutions) or solutions that require a long time and lots of people to deliver (e.g., solutions that require new global standards or
national policies to be developed, or new regulatory bodies established).

Depending on the appropriateness and the resources you have, feel free to involve as many key stakeholders (especially the
reference stakeholder) as you can in the brainstorming process. Learning from an existing and growing set of best practices can
also inspire you as well (check out the growing list of Al ethics guidelines global inventory).

Step 10. Co-create and iterate

Like any good prototyping process, it is important to test your ideas and make sure it is indeed practical, implementable, and
action-oriented. With the results of your first brainstorming session(s), touch base with decision makers and future actors who
would be involved in implementing your brainstormed solutions and make sure they are indeed implementable solutions. Iterate
over the solutions based on the feedback from these decision makers and, if possible, co-create new solutions with the decision
makers.

This serves two purposes: it allows you to test your idea, and it fosters buy-in from those who will be taking the decisions and
actions forward to implement these solutions later.

Step 11. Finalize and communicate

Once you have solutions to either manage or address each issue, document it in a format you can share with decision makers
and future actors of the solutions. The more widely you share your solutions, the better (as long as it is appropriate, and you have
everyone's permission to do so). Sharing an Al ethics assessment is important because it not only boosts transparency of the
whole project to the stakeholders involved, it also serves to keep everyone accountable to implement the solutions. In addition, it
also inspires others to identify new issues that may not have been obvious at this time, and build on your work to develop
practical, implementable, and action-oriented solutions to the new issue. As the team takes on new use cases of the technology,
the Al ethics assessment will serve as a valuable asset to exploring how the new use case poses different or similar issues.

One company that has taken the bold step to make the full Al ethics assessment fully public is Technical Safety BC. Find the
assessment here.
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https://algorithmwatch.org/en/project/ai-ethics-guidelines-global-inventory/
https://www.technicalsafetybc.ca/safety-data/ethics-analysis-predictive-algorithms-assessment-report-technical-safety-bc

